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With the evolution of ICT and computing, various 
industries and business sectors have found better and 
sophisticated ways of service provisioning through 
technology integration. Steadily, some old ways of 
manual paper work are being replaced by upgraded 
electronic systems or the legacy systems by modern 
technologies. The integration results to various e-
services with great value for service delivery 
becomes at the fingertips of consumers [1]. Migrating 
to e-technology also improves and simplifies online 
information and data sharing process by breaching 
geographic barriers among individuals [2]. E-
commerce, e-government, e-learning and e-health are 
few examples of online services that are simplified. 
One can easily do shopping, reserve tickets, do 
banking services, and even process legal contracts 
electronically. Similarly, health services are provided 
electronically as e-health in which early detection, 
reporting and response of health-related issues can be 
done easily [3].  
 
 
*Author for correspondence 
In e-health, patients’ diagnosis, prescriptions and 
monitoring can be done whenever they are with the 
application of a single or integrated system. 
According to the World Health Organization (WHO), 
Information and Communication Technology (ICT) 
improves health provision by accelerating the data 
sharing provided that there is a unified standard and 
protocols to be followed [4,5]. In an information 
sharing domain, communication can be through 
Machine-to-Machine (M2M) or any other form of 
exchanging data through wired or wireless medium 
with or without human intervention [6,7]. The 
communication can be within a single site or multiple 
sites depending on the mode of system integration. 
Integrated systems can leverage the advantages of 
being linked together, making data sharing easier. 
The formed unified or interoperable system has 
simplified information sharing process since multi-
site, multi-national and multi-branch organizations 
can work as a single organization. Various levels 
exist in interoperability for ensuring that data sharing 
is possible. They range from technical, semantic and 
organizational interoperability as shown in Figure 1 
[8]. The technical (syntactic) interoperability deals 
Review Article 
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with the systems communication, protocols, and the 
data exchange between the systems [8]. It includes 
systems’ hardware and software parts, and other 
supporting components required for machine-to-
machine communication. Having all necessary 
infrastructure for communication, the data or contents 
are to be shared by users on semantic interoperability. 
It deals with humans’ domain in data exchange rather 
than machine to support information sharing than 
content interpretation by ensuring meaning extraction 
from shared data [9]. On the other hand, 
organizational interoperability focuses on linking 
organizations together to collaborate in business 
processes within and outside the organization [10]. 
The majority of organizations have adopted those 
interoperability levels by having their local (legacy) 
systems updated or replaced to listen to one another 
by following standards like IEEE and HL7 or set of 
protocols [11].   
 
 
Figure 1 Levels of interoperability according to EU  
 
By integrating the systems, communication barriers 
in service provision like e-banking and e-health 
systems is broken since customers can be served 
anywhere because the information are readily 
available anywhere and anytime. However, due to the 
increased number and diversity of the participating 
systems, there is a high security risk of those nodes 
(systems and devices) and the communication 
medium (wired and wireless). 
  
In an e-health particularly, where patients’ records 
are highly confidential, if any, of the systems in 
interoperability is compromised, security breach of 
the whole system could happen [12−14]. This is 
obvious since with any introduction of new device 
into interoperability, including mobile devices, 
Internet-of-Things (IoT) Devices, and multiple HIS 
(Health Information Systems), more security 
challenges are introduced. That is to say, with each 
component its own characteristics contribute to the 
combined challenges associated with the integrated 
system [15]. Furthermore, some devices, taking part 
in interoperability have limited storage capacity, so 
they are forced to outsource their Electronic Health 
Records (EHRs) or patient health information to 
third-party service providers or other systems with 
higher storage power like cloud service providers 
[16,17].  
 
Outsourcing of these complex patients’ health 
information within health care systems with 
associated information including demographics, 
medications, laboratory test results, diagnosis codes, 
and procedures reliefs the computation burden from 
those components [18−20]. However, the process 
may lead to security challenges associated with the 
device and those associated with the third-party 
service provider. For the devices, limitations of 
computing and storage capability are among 
challenges that call for outsourcing to third party 
service providers leading to more challenges [21]. In 
addition, increased number of devices with unclear 
privacy details, add more complexity to the data and 
information sharing process [14]. Similarly, there 
may exist data leakage among the medium of 
communications between the devices since a man in 
the middle attack is a common threat [12,22]. As a 
result, various efforts have been taken by different 
interoperable systems’ developers aiming at securing 
EHR and the associated components.  
 
In this study therefore, various researches on 
interoperable systems were reviewed, analyzed and 
evaluated based on their big data sharing dynamics. It 
included local, national, regional and global efforts 
towards a unified interoperable system. The aim was 
to discover strengths and challenges encountered in 
implementation for the purpose of informing the 
decision makers on the best approach and procedure 
in interoperable systems implementation. The next 
sections cover the review of the guiding standards, 
some efforts and challenges encountered towards 
interoperability and finally provide recommendation 
for policy makers and for further studies. 
 
The study aimed at analyzing various literatures on 
interoperable systems, based on their big data sharing 
dynamics. Various standards guiding interoperability 
and the implementation efforts and observed 
challenges in different countries, regions and globally 
were also reviewed. Based on the noted strength and 
challenges, the authors recommended ways to 
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successfully implement an interoperable e-health 
system to the policy makers. 
 
The next parts of this paper start by a brief 
explanation of the methodology of this paper 
followed by discussion of the standards organizations 
responsible for interoperability. It is followed by 
analysis of global efforts and challenges towards 
successful implementation of e-health interoperable 
systems. Similarly, the observed challenges in big 
data sharing in those systems are also discussed. 
Based on the analysis, the authors have provided 
contribution in the followed section. Finally, 
recommendations are put forward for further studies 
and policy makers to successfully implement 
interoperable e-health systems sharing big data. 
 
2.Methodology  
This paper adopted documentary review 
methodology by visiting peer reviewed and grey 
literatures about the trend of global eHealth 
interoperability. Documents and reports from indexed 
and unindexed databases were analyzed to get a clear 
understanding of the up to date concepts. Those 
literatures provided an understanding of the standards 
guiding interoperability, implementation efforts and 
observed challenges in different countries, regions 
and globally. 
 
The experience-based design was also used by 
authors to analyze the documents for effective 
recommendation for care givers, systems designers 
and policy makers.  
 
2.1Discussions 
2.1.1Standards towards interoperability E-Health 
systems 
According to WHO and International 
Telecommunication Union (ITU), e-Health 
interoperability is the capacity of more than two 
systems to share and use the data in a meaningful 
manner [23−25]. Similarly, according to [26] and 
[27], interoperability is the process of multiple 
systems to exchange and be capable to use the data.  
For systems to interoperate, there must be standards, 
formats and guides that must be followed for them to 
be able to talk to one another. Those systems must 
provide common platform for other to simplify the 
sharing of EHR to promote cooperation among them 
and improve service provisioning [19]. ITU, Health 
Level Seven (HL7), International Organization for 
Standardization (ISO) and its families, Clinical Data 
Interchange Standards Consortium and European 
Committee for Standardization (CEN) are some of 
the common standards organizations with 
compartments dealing with certain component of 
interoperability [28, 24,5]. For example, the family of 
ISO 27000 series is concerned with information 
security that controls secure information sharing and 
storage [29,30]. ITU on the other hand, is responsible 
for defining telecommunication networks by setting 
ITU-Recommendation standards. It foresees all 
communication mediums by ensuring that those 
standards are followed. On the other hand, ISO which 
is the largest standard development organization with 
more than 168 members is responsible for developing 
E-health standards through its health informatics 
technical committee, ISO/TC 215. The standards 
support the growth in ICT usage in healthcare 
domain and facilitate secure and seamless exchange 
of health information to authorized users [31]. 
Founded in 1987 HL7 oversees comprehensive 
framework and standards for electronic data 
exchange [32].  
 
Those standards need to be adopted and implemented 
to support clinical practice, management, delivery 
and evaluation of services. Currently, the majority of 
developed and developing countries have adopted 
different standards that guide them towards 
integration of their local systems at national level, 
towards having a single unified e-health system while 
trying to mitigate some observed challenges to 
promote information quality [33]. Their efforts and 
challenges towards sustainable implementation of the 
process are described in the subsequent sections. 
 
Analysis of efforts and Success towards 
implementation and adoption of Interoperable E-
Health Systems 
There are some regions and nations that have 
successfully integrated their legacy and stand-alone 
systems, though others are working hard towards 
achieving this.  The efforts in developed countries 
with mature and better network infrastructures are 
promising compared to the middle and low economy 
countries. 
2.1.2Efforts at European union  
For Europe in particular, the efforts started since 
2008 when an interoperable exchange of eHealth 
information framework, the epSOS (Smart Open 
Services for European Patients) was established to 
manage Patient records and electronic Prescription 
(ePrescription) services [34].  In collaboration with 
the European Committee for Standardization Group 
of Health Informatics (CEN/TC 251), a standard for 
patients’ record summary was created. Similarly, the 
European Interoperable Framework (EIF) was 
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formed to ensure integration of all member states by 
adopting some of available standards and deliver 
public interoperable services. As a framework to 
public sectors in the European Union (EU), EIF 
provides guides through European Interoperability 
Reference Architecture (EU-IRA) to design, 
implement and maintain interoperable systems [35]. 
It is a commonly agreed architecture for defining 
guidelines and common principles, models and 
recommendations towards interoperability from 
National, Regions and local levels, embracing public 
administrators, citizens and businesses. It ensures that 
all National Interoperable Frameworks (NIFs) are 
built upon EIF by adding new system components or 
fine tune the existing system’s elements to be able to 
interoperate. It also provides guidance for the 
systems that are built for specific tasks like the e-
health systems, following Domain Interoperability 
Framework (DIF) [36]. Those systems should remain 
compatible with the EIF to capture its requirements 
as shown in Figure 2 [37]. 
 
By 2017, efforts by some EU members worth an 
example, since some have shown up-to a high uptake 
for the NIF including Estonia, Denmark, Finland and 
Netherland [38]. Cyprus and Austria are among other 
that have shown more than 94% effort on the NIF 
uptake towards successful adoption of EIF. Their 
efforts in implementing interoperable e-health 
systems are of high level [39]. However, countries 
like Belgium, Portugal and Ireland are still struggling 
to reach 50% uptake while Italy, Spain and Sweden 
have 75% uptake for NIF and are now moving 
towards regional and international interoperability. 
 
 
Figure 2 Relationship between EIF, NIFs and DIFs 
 
The efforts have also crossed borders to form a 
unified EU eHealth system since most European 
nations have already integrated their HIS. Their 
efforts are now aiming at having European E-Health 
Interoperability framework to connect all the 
integrated systems from member states. 
 
Denmark, Finland and Estonia are among the 
pioneers of the technology put under the ―beacon 
group‖ by the European e-health task force report’s 
recommendation. With the 28-member states, the EU 
digital agenda aims at fostering a harmonious and 
complementary approach of eHealth through health 
and ICT policy. They aim at having a long-term plan 
for creating a harmonized Europe through 
interoperability of eHealth services since 2015 and 
enable cross-border exchange of data between 
member states. However, due to some discrepancies, 
challenge of health care systems among the member 
states, health policies and strategies, legislations and 
progress in national e-health implementation hinders 
full implementation of the framework [37]. 
 
3.National efforts towards e-health 
interoperability 
In Denmark, the Danish e-health portal represents 
implementation where clinical data/information is 
shared with patients on a national scale. The EU 
identified Denmark as a country with a great 
potential, among other European countries in 
implementation and adoption of e-health [37]. The 
healthcare system in Denmark is split into state, 
region and municipal with each level responsible for 
its own tasks [40]. The municipal level takes care of 
all community-based services and care, including 
nurseries, nursing places and rehabilitation centers 
[37]. In collaboration with regions, it also controls 
primary and secondary healthcare centers with full 
authority. On top of that, all public hospitals and their 
units are owned and managed by regions, though the 
overall regulator of all functions of the two levels is 
the government [37]. The government is responsible 
for maintaining all the legislation and provide overall 
guidelines about e-health implementation. 
 
Finland on the other hand has an ambitious e-health 
and e-care strategy to develop national patients’ 
portal functionality. Data exchange with the 
European e-health systems are made possible through 
X-Road, which is a data sharing layer for public and 
private sectors [41]. This mechanism was initially 
intended for exchange of data between Estonia and 
Finland to allow the citizens to access to their 
medical records outside their country when a need 
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arises. However, through its implementation, various 
challenges emerged, including fear of people that 
electronic communication cannot replace a personal 
visit to a healthcare. Similarly, it was challenged by 
having unclear terms of use and inaccessibility of e-
services. To overcome those challenges, some 
unavailable functions during the initial 
implementation like monitoring and measurement 
review or renewal of prescription, access to medical 
test results and safe communication are stated in the 
new e-health strategy to be implemented by 2020 
[42].  
 
In Italy, the Government has set an Essential Level 
Care (LEA) through the Italian National Health 
System (NHS) [43]. With a national framework 
called National Healthcare Information System 
(NSIS), unified EHRs are defined and regulated at a 
national level [34]. It ensures that, the health care 
system managed by regions, must meet the national 
requirements. The regional governments are 
responsible for pursuing the national strategy and 
operational objectives at local level as well as control 
of their own functions. Through this, a harmonious e-
health policy's definition will be influenced by 
respecting the regional autonomy hence successful 
national e-health system [43].  
 
In 2015 all autonomous provinces and regions were 
required to implement EHR or ―Fasciolo Sanitario 
Elettronico (FSE)‖ and provide it for use in 
healthcare as well as research study, planning, 
management, monitoring and assessment in 
healthcare. To add credibility to this, explicit 
provision was provided for FSE to be compliant with 
any legislation on privacy and processing of personal 
sensitive data. Furthermore, the provision sets a 
national infrastructure to ensure FSE/EHR 
interoperability at both national and European levels. 
Few encountered challenges during implementation 
include unavailable E-health policy at a national level 
and a large degree of autonomy by the regions with 
mandate to decide what and how to invest in 
technology or any other business. 
 
Not left behind, the Netherlands observed privacy 
risks, information overload and liability issues as 
challenges that are to be worked out towards 
successful implementation of the national framework 
and EIF [27]. General practitioners, nurse 
practitioners, physiotherapists, and doctor assistants 
also noted other challenges, including technology 
illiterate, technology failure, costs and overall 
security. All of them described those challenges by 
claiming technology illiteracy as an outstanding 
challenge among others [27].  
 
Furthermore, the United Kingdom has put in place 
the National Health Service (NHS) which provide 
patient record summary since 2008 [44, 45]. This 
system produces a pdf summary care record which is 
stored in NHS spine [46]. The patient can access their 
EHR in the form of the summary care record 
nationally wherever they are. Since 2015 all the 
Healthcare providers were required to opt from 
available e-Health Systems but must adhere to 
SNOMED CT (Systematized Nomenclature of 
Medicine Clinical Terms) coding system [47]. 
SNOMED CT the popular global clinical terms 
adopted by most clinical sectors [48].  
 
Estonia is one of the EU countries that has 
successfully implanted National interoperable e-
health systems [49]. It has a majority of the local 
healthcare providers with e-health systems integrated 
to the national interoperable e-health system. Data 
security management in Estonia is puta as a strategic 
function of any organization to ensure the safety of 
EHR. The heads of those organizations must ensure 
that this responsibility is not delegated to IT 
department due to its sensitivity. Every healthcare 
provider in Estonia is responsible for ensuring that 
the neighbor health care provider does not fail in data 
protection since a failure in one system means failure 
of the whole interoperable system. Furthermore, all 
national cyber security processes are put under the 
Estonian Information System Authority (EISA) 
which also coordinate the national information 
system and all ICT related issues of the state 
including data communication and information 
security [41]. It adopts three-tiered reference security 
system to be used by the state and all local 
government and private agencies engaging in public 
services.  
 
Estonia as a member of the EU, limits the amount of 
data shared with other states due to various security 
risks, yet to be cleared by to ensure that the citizens 
have secure access to their EHR. Citizens inside or 
outside the country can use their national ID card for 
authentication to access their EHR in the e-Health 
Patient Portal [50]. With the adoption of HL7 and 
DICOM message standards, EISA also uses the 
government X-Road middleware software for 
security during data transport and sharing processes. 
To further ensure secure and private exchange of 
information, it replaced the hash chaining 
cryptographic mechanism by a blockchain 
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technology [51]. Other aims of migrating to 
blockchain was to provide proof of database record 
integrity and to tamper proof activity logs so that 
system configuration and activity logs are not 
manipulated after the agreed correct state.  
 
Generally, there are various challenges that EU states 
encountered towards EIF implementation. Among 
them is the availability of varying regulatory 
framework and national healthcare system structures 
in individual states and countries [34]. Also, some 
countries do not have a NIF or there exist no 
institutional interoperable framework. Similarly, 
other countries have no facility level framework 
leading to difficulties in forming a regional and later 
a national level framework [37]. In addition, there 
exist no balance between governmental and non-
governmental sectors calling for a need to have a 
unified guideline for successful implementation [52].  
From those efforts by individual states therefore, 
since January 2019 the European Patient Summary 
for Unplanned, Cross-border Care was approved, in 
partnership with HL7 as starting point for the 
European Guidelines on cross-border care that 
emerged from the epSOS [34]. The aim was to enable 
people to access and share their health information 
for emergency or unplanned care across Europe. 
 
3.1Efforts in Asian countries and oceania 
In Asia specifically the Southern Asia, Malaysia and 
India endorse the use of open standards that can help 
achieve better interoperability quickly to reduce the 
cost of implementation and ensure ownership of the 
final deployed system [53]. The Indian National e-
Health Authority (NEHA) was given the mandate to 
foresee the adoption and use of ICT in all healthcare 
providers and eventually a national unified single 
system. It was a requirement that even a smallest 
Primary Healthcare Centers (PHCs) with a single 
doctor or a specialty healthcare with complex 
services that serves more than 1.24 Indians should be 
connected to simplify service provisioning [54]. This 
integration was to ensure that the diverse Health 
Information Systems (HIS) developed by public and 
private sectors serve patients well with the agreed 
and set national standard, eventually simplifying the 
government’s task of reporting and monitoring what 
is happening in India healthcare system [55]. 
 
Currently the new National Health Policy 2017 is 
adopted throughout the country encouraging 
cooperation and participation between the 
stakeholders [56]. It emphasizes on mainstreaming of 
multiple available systems to allow patients to have 
access and informed choice while inspiring cross 
referrals across these systems [57]. Therefore, to 
accelerate integration and encourage standardization 
and exchange of data, India formulated an EHR 
standard and became the member of International 
Health Terminology Standards Development 
Organization (IHTSDO) since 2014 agreeing to the 
use of SNOMED-CT by all healthcare service 
providers [58]. This was catalyzed by the adoption of 
EHR/EMR for data capture, storage, view, 
presentation, and transmission to achieve syntactic 
and semantic interoperability of health records [59]. 
In Australia which is an oceanic country, control of 
National eHealth Transition Authority (NEHTA) due 
to some noticed legal and political complications 
[60]. NEHTA was established by the Australian, 
State and Territory governments to help in enabling 
sustainable e-health service provision especially in 
interoperability. It is also responsible for developing 
better ways of collecting and secure sharing of 
electronic health records [61]. Following the 
principles included in The Open Group Architectural 
Framework (TOGAF) which describes ways to 
develop customized enterprise architecture for any 
organization, a Service-Oriented Architecture (SOA) 
for Australia was developed. This architecture was a 
result of a need to gain competitive advantage by 
managing applications interacting in interoperable 
systems [62]. 
 
To manage secure sharing of data, a Personally 
Controlled Electronic Health Record (PCEHR) was 
later established to ensure secure sharing of 
information among healthcare providers. It consists 
of an Individual Healthcare Identifier (IHI) issued to 
users for secure controlling of information [61]. In 
order to improve interoperability, various 
improvements were done to NEHTA to produce its 
second version known as IF2 intended to improve 
conversation between stakeholders when dealing with 
e-health systems [63]. 
 
From 1 July 2012 PCEHR was renamed to My 
Health Record System (MyHRS) which contains 
individual’s health information, including 
prescriptions, any treatments or allergies [64]. 
Though MyHRS facilitates better communication 
between various healthcare providers, it has some 
pitfalls which are being worked on including 
illiteracy level of users [65]. In addition, there are 
resistance from some health practitioners and 
unknown future consumers realization of the system 
[66]. 
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3.2Efforts in Africa and America 
In Africa, the adoption of interoperability framework 
is still under research for proper standards to be 
adopted. Some countries have jointly developed their 
integrated systems to facilitate data sharing though do 
not cover the whole continent. Ethiopia, Kenya, 
Malawi and South Africa are currently validating a 
health system to support HL7 base data sharing 
between Electronic Medical Records and (District 
Health Information System, Version 2) DHIS2 which 
is an open source program used by more than 60 
countries [67]. The first version  was first developed 
as a web-based, open source software in South Africa 
in 1996, and is being upgraded by various projects 
running in some countries of Asia, Africa and the 
United States though the Health Information Systems 
Programme (HISP) coordinated by University of 
Oslo in Norway [68].Other efforts are towards 
improving internal health systems to be able to share 
EHRs based on EA framework to help multiple 
systems interoperability [69]. From the author’s 
knowledge, there is still few published researches on 
the progress towards a unified eHealth system. There 
is also limited coordination especially at national 
level due to majority of projects being donor driven 
resulting to rigidity in revealing their system’s 
infrastructure. Majority of those projects are available 
at a single facility with no option or possibility to 
scale-up and not capable of exchanging healthcare 
data. Some nations in Africa adopted low level e-
health standards that do not support sharing of crucial 
healthcare information necessary to support 
continuity of care [70]. 
 
Though number of standards developed by Standards 
Developments Organizations (SDOs) lead to low 
pace of adoption of e-health, they also do not define a 
unified area. Therefore, with the availability of 
conflicting and overlapping standards, difficulty in 
combining standards from different SDOs, and high 
cost of converting to new standard-based solution 
hinders the quick uptake of interoperable e-health at 
national level and eventually at regional level. 
However, some nations have moved a step ahead in 
successfully putting forwards various bodies and 
guides to coordinate implementation of e-health. 
 
In Rwanda for example, the implementation started 
with a web based HIMS, The Rwanda HIMS (R-
HMIS) since 2012 by collecting data from local 
systems to DHIS2 based systems [71]. This R-HMIS 
has improved data management tools to improve the 
way Rwandans’ are served by healthcare service 
providers.  The existed parallel systems that were 
running like Electronic Integrated Disease 
Surveillance and Reporting (eIDSR), HIV and the TB 
systems were migrated and integrated into DHIS2 
[72]. 
 
Mauritius has been a front runner in national ICT 
policy and liberalized the National 
telecommunication framework since 1989 though 
they lag behind in implementation of e-health 
systems [73]. Lack of proper e-health infrastructure 
caused by limited awareness of benefits of e-health 
by policy makers, health authorities and health 
practitioners are among the challenges that the 
country faces [73]. In addition, there is neither a 
national enabling policy environment nor national 
regulatory framework for e-health. Furthermore, 
healthcare stakeholders miss collaboration among 
themselves due to weak leadership and inadequate 
human capacity to plan and apply e-health solutions.  
With those challenges, there is however some efforts 
on the other side of integrating and using mobile 
devices application in provision of healthcare, 
referred to as mhealth [74]. Mhealth in Mauritius is 
on the raise with numerous numbers of free mobile 
application available to be downloaded for free in 
google application store [73]. Among them is the 
Doctor Assistant which is a free EMR already 
adopted by the Mauritius Research Council and State 
Informatics Limited to be used as a guide towards 
development of National Healthcare Information 
System. This system is to be used to facilitate the 
drive towards having e-health system that will 
facilitate timely and secure access to EMR including 
big data and open data that will be useful in various 
medical purposes when data mining is done. On the 
other hand [75] has recently designed a framework 
for the Implementation of eHealth as starting point 
for the country towards a country interoperable 
eHealth system. 
 
In the Republic of South Africa, the National Health 
Insurance (NHI) policy is responsible to outline ways 
to establish an effective strategy for national e-health 
system. The established 2012-2016 e-health strategy 
outline ways to resolve implementation of effective 
and efficient South African e-Health system that can 
produce real time information for decision making. In 
this strategy healthcare informatics, m-health, e-
prescription, EMRs, and telemedicine are included. 
The strategy has different key compartments to 
ensure proper implementation of the policy [76]. 
Some of the components include stakeholders’ 
engagement to understand the local system in place 
during the integration process. This will lead to 
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understanding of whether the system need to be 
customized to meet the national requirements or the 
national system need to be customized to meet the 
local requirements. Standards and interoperability are 
other components governing systems interoperability, 
by providing common way of messaging ensures 
understanding between the systems. Similarly, 
Governance and regulation were observed to be 
important driving force for sustainable existence of 
the system they ensure compliance with the set 
regulations. Furthermore, other strategic points that 
were set include e-health foundation, tools and 
application to support healthcare delivery, and 
monitoring and evaluation.  
 
From the abandon list of e-health standard setting 
organizations, South Africa has adopted ISO 21549 
in addition to its coordinated local standard referred 
as SANS 828-2 [77]. SANS 828-2 Health 
Informatics-Health Smart (HS) card and private 
Healthcare Information Standard Committee 
(PHISC) help to maximize cooperation in e-health 
standards across the country.  They help to 
successfully implement eHealth strategy, technical 
standards and ensure national and international 
compatibility, interoperability, open architecture, 
modularity and capacity for upgrade of the legacy 
systems [78]; [79]. The country is hoping to achieve 
e-health implementation technology to improve 
healthcare service delivery by building on already 
existing systems in private and public sectors by 
filling the observed gap. However, there are some 
encountered challenges to a successful 
implementation including network access bandwidth, 
staff training, formulation and implementation of new 
management, and record that were to be resolved 
before implementation. Similarly, formulation of a 
National Master Patient Index (MPI) for the patients’ 
record was to be in place while observed security 
challenges including location security, data 
transmission security and data storage security. These 
and other challenges are addressed by National 
Health Normative Standards Framework (HNSF) 
which is a generic e-health Architectural component 
to ensure all forms of interoperability in SA including 
semantic, syntactic, organizational and technical. 
 
Enterprise Architecture (EA) framework is also 
adopted for managing and aligning organizations 
assets especially ICT, people, operations, and 
projects with operational characteristics. In ICT 
perspective, it defines how this technology should be 
used to support a healthcare business. The HNSF can 
be fed into the EA for the national healthcare system 
to improve record sharing process. 
 
In Kenya, various projects concerning e-health 
focusing on m-health application in primary care are 
implemented. They concentrate on HIV/AIDS though 
most of them are not evaluated though the National 
vision 2030 policy set by the government identify 
ICT as a key determinant in attaining an economic 
pillar relating to business process outsourcing. The 
focus areas include telemedicine, health information 
system (EHR), m-health, e-learning and health 
information for citizens. 
 
To emphasize and strengthen the focus on e-health, 
the national e-health strategy 2011-2017 addressed 
challenges that could hinder proper utilization of ICT 
to healthcare.  The existence of multiple e-health 
projects funded by development agencies and 
international non-governmental organizations, 
hinders sustainable implementation of e-health 
systems. Similarly, ownership of the systems and 
fragmentation of them causes another challenge 
towards integration. Furthermore, due to 
unavailability of a national e-health standard and 
regulatory framework to guide in interoperability, the 
available fragmented systems cannot be integrated 
with the national health information system [80]. 
 
For Uganda, the Ministry of Health (MOH) initiated 
a project in collaboration with the Uganda 
Communication Commission (UCC) called 
ICT4MPOWER to strengthen the healthcare systems 
information flow from community to national level 
[81]. The 2013 Uganda National e-health policy 
stipulated that most e-health applications and 
products were run in silos and not interoperable or 
compatible, therefore become difficult to share 
information and services. In addition, it was noted 
that several of them have remained as pilot projects 
for life with no possibility of interoperability due to 
availability of divergent platforms [81]. 
 
In North America, Canada and USA are the pioneers 
of ehealth systems interoperability. In USA patients 
use a portal to access their medical records whenever 
they require to do so. This portal allow 
intercommunication between healthcare domain and 
between social care. To further integrate portals, 
interoperability problems and controlled access 
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4.The Tanzanian context 
In Tanzania, the effort is witnessed through various 
studies and government directives towards integrated 
Health Information System (iHIS). According to the 
e-health strategy, iHIS is a collection of integrated 
(loosely coupled or tightly coupled) standards-based 
information system that support operation 
management, and decision making in the health 
sector. Local systems in the country are integrated 
with the DHIS2 to support the effort of Ministry of 
Health to solve the most troubling health issues. 
Good examples of systems integrated with DHIS2 
include eIDSR tool that also uses USSD technology 
to detect and respond to infectious diseases. The 
Electronic Logistics Management Information 
System (eLMIS) is also integrated with DHIS2, to 
compare and triangulates the service delivery data. 
According to the 2012-2018 national e-health 
strategy, a national e-health steering committee 
(NeHSC) is responsible for ensuring timely 
implementation of e-health initiatives [82]. Among 
the strategic goals is to enable health sectors to 
operate more effectively as connected systems, 
overcoming fragmentation and duplication of service 
delivery [83]. It also ensures safe care and timely 
availability of information when and where needed 
and remote access to healthcare services for patients 
in remote rural and disadvantaged communities. 
Furthermore, support for multi-way communication 
and sharing of information among clinicians, 
patients, and care givers within healthcare sector and 
across partner agencies are other efforts that 
committee seek to accomplish.  
  
With the adoption of the EA, the Ministry of Health, 
Community Development, Gender, Elderly and 
Children (MoHCDEC) and other healthcare 
stakeholders ensure that this framework will guide in 
development and implementation of National iHIS. 
The ministry is ambitious in completing the Tanzania 
Health Enterprise Architecture (THEA) to guide in 
development of national integrated HIS [83]. 
Currently, the framework has been used to design a 
HIS called Electronic Facility Management System 
(eFMS), which will be implemented in majority 
government hospitals in Tanzania in phases [84]. 
There are two phases towards implementation of the 
HIS with Phase 0 aiming at developing Hospital 
Management Information Systems (HoMIS), 
warehouse for data, and National Health Insurance 
Fund (NHIF). Phase 1 on the other hand is 
implemented after successful implementation of 
Phase 0, enabling HOMIS to support financial, 
medical, and Human Resource (HR) systems. 
Furthermore, the second phase is responsible for 
implementation of health information mediator and 
integration of existing information systems. The 
mediator is responsible for integrating the available 
local health information systems by ensuring that 
healthcare providers nationwide adhere to the same 
standard and guide [85] developed an architecture for 
data exchange component (DEC) that integrate a 
single mobile application with multiple eHRs to 
enhance interoperability. The systems took the 
advantage of widespread ownership of mobile phones 
by a large world population. With those efforts, still 
there is no national unified system in place for 
interoperability. Since syntactic and semantic 
interoperability aim at interpretation and meaning 
extraction respectively, all the efforts aimed at 
meeting those goals. Interpretation of exchanged data 
by the other party to aim at extracting the intended 
information. 
 
4.1Data sharing in interoperable e-health systems 
The concept of interoperability in e-health systems 
and components intended for information sharing is 
accompanied with processing of big data. With a 
wider advancement from functional (technical) 
interoperability for data exchange all the way to 
semantic interoperability, where the exchanged data 
can be interpreted by each individual system, their 
benefits in healthcare are clear. According to the 
survey by [86] more than 75% of global e-health 
systems have advanced from technical, semantic and 
organizational interoperability as indicated by Figure 
3 [86]. Thus, data sharing and information extraction 
are common practice for those systems since they 
have their structures fine-tuned for interoperability 




Figure 3 Percentage share of levels of 
interoperability 
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There might exist various challenges that each 
individual system with interoperability possesses 
specifically during information sharing and 
outsourcing [87]. Since an individual e-health system 
processes large amount of data, integration of more 
components like IoT and mobile devices increase the 
size of data hence complexity. The big data (data 
with high volume, velocity and different variety) may 
provide useful information when analytics are done 
[88]. Better diagnosis, decision-making with 
automated algorithms, data transparency and the 
patients risk reduction are the result of big data 
mining [89]. It therefore provides opportunities to 
improve performance of patient care provisioning 
and is useful in clinical practices and research 
specifically in clinical predictions [90]; [91]. 
Therefore, to enjoy those advantageous features there 
is a need for special management procedures for big 
data in healthcare. In Europe, for example, the EU 
data policy addresses the issue of big data integration 
in healthcare by initiating data centers and ensuring 
information confidentiality and security. The policy 
also provides a means of implementing e-health and 
m-health and genomics and bioinformatics 
management. Various ethical and technical 
challenges to successive sharing of big data in 
healthcare were observed, including confidentiality 
and data security as well as access to information 
since it is clear that PHR should be kept secure 
regardless of the size. For technical challenges, data 
reliability, interoperability, management and 
governance hinder the integration process. 
Furthermore, the absence of comprehensive health 
and research policy strategy for big data regardless of 
initiative by the 2020 European digital agenda for 
innovation and economic growth throughout the 
union [92]. Successful implementation of the agenda 
is a step towards integration of big data to healthcare 
which may become useful in various predictions and 
research purposes by whoever adopt it. 
 
5.Observed challenges in systems 
interoperability and big data sharing  
Through the literature, it was revealed that there are 
various challenges that need to be considered if a 
successful implementation of an integrated e-health 
system is needed. The availability of multiple 
standard setting organizations, multiple components 
to interoperability, device capability, differences in 
storage systems’ architectures, and untrustworthy 
communication channels are some of the noted 
challenges. Based on the reviewed studies, some 
states, especially developed ones experience less 
challenges in comparison with the developed ones as 
shown in Table 1. 
 
5.1Based on adopted standards 
In systems interoperability, especially e-health, 
standards to guide the associated fragments is a must 
since proper messaging formats need to be set and 
agreed upon by all. However, since those devices are 
free to choose their own standards setting 
organization during system implementation, it 
becomes difficult to have a single harmonized 
standard for information sharing in interoperable 
system. Sometimes it requires a component in the 
interoperability to adhere to local standards and 
diverse number of regulatory agencies until it 
becomes fully effective [93]. This makes it difficult 
to have the components ready made for integration as 
a plug and play without some modifications 
especially to the off-the-shelf systems and 
components. It was noted by [94] that since 
developing countries focus on adopting open source 
standards, the unavailability of ready-to-adopt 
standards and existing barriers to the adoption are the 
main challenges. The authors added that much efforts 
focus on adoption and development of standards 
rather than focusing on information sharing. On the 
other hand, local standards are set purposely to fit to 
one’s requirement without much considering the 
future need for integration. Furthermore, the lack of 
skills and expertise in the field of e-health 
standardization is another challenge to the 
integration. For donor funded or government e-health 
projects, there is a limited guideline on which 
standards to use and sometimes donors may control 
the choice [95]. 
 
5.2Based on devices’ computing and storage 
capability 
Local, national and international systems have 
different security challenges specifically due to the 
size of the participating components. Since 
interoperability is associated with multiple devices 
with different standards, bandwidth requirements, 
computing and storage capacity, and make, it is 
similarly complex to manage them. For example, it 
requires common standards to enable cooperation 
among the internet of things devices, taking part in an 
interoperability since they have different features 
[96]. Similarly, with either internal, external or 
hybrid mode of information storage, various 
challenges may arise among devices. If an internal 
server is chosen for data storage, malicious internal 
users may intentionally or unintentionally interlude 
with the data security. Furthermore, outsourcing 
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operation brings more challenges, including the 
adopted challenges from that third-party service 
provider, including their curious habit of examining 
and hence risk of disclosure of the information shared 
through them. However, if a hybrid mode is chosen, 
internal and external storage challenges may arise if 
less precautions are taken. 
 
5.3Security challenges 
Security challenges are among the challenges that the 
majority of systems globally face regardless of 
efforts. The success of integrated e-health portal in 
the USA for example, is faced with challenges of 
controlling patients’ access to EMR due to absence of 
guides for monitoring the process. Furthermore, the 
availability of numerous systems and components for 
interoperability brought a new threat about trust of 
those components especially in security of shared 
data. Similarly, Denmark faces the same challenge of 
absence of monitoring access and security of 
communication media between integrated systems 
due to integrated e-health systems. This challenge 
was observed also during system implementation in 
South Africa. They noted security threat in data 
transmission in communication medium as well as 
location and storage security. The Danish 
government expects to solve these challenges by 
2020 while South African recommended the use of 
local set standard, local architecture and encourage 
stakeholders’ engagement while resolving observed 
challenges before implementation. Maintaining 
privacy risks on EHR is another challenge noted 
during implementation of interoperable systems in 
the Netherlands. It was suggested that patients’ 
records are sensitive, therefore they are supposed to 
be kept secure. Since EMR can also be used for 
research purposes, it was noted by the Estonian 
government that the security of the data used for 
research is of vital importance. 
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5.4Other challenges 
There are other challenges that hinder the efforts of e-
health systems interoperability, including 
technological illiteracy, unavailability of computers 
and outdated technology. Also, network fluctuation 
hampers the efforts to successful interoperable 
systems. When the network becomes low the 
interoperability sustainability is affected hindering 
the shareability of data and information among 
systems [97]. These challenges also hinder the efforts 
towards successful implementation of interoperable 
systems. It respectively requires modern technology 
and skilled personnel to install and understand or 
operate the individual or interoperable systems. 
   
6.Conclusions and recommendations 
Integration of e-health systems is very important in 
improving healthcare service provisioning due to 
simplification and ubiquitous access to EMR. 
Globally, there are various nations and states that 
have successfully implemented local and national 
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integrated systems and are moving towards 
international interoperability. A good example is the 
European Union with their EIF a framework for 
interoperability. 
  
However, since the interoperability is associated with 
integration of different systems and components, the 
volume of data being shared become big leading to 
more complexity. Furthermore, the security of the 
communication medium, storage location and data 





Figure 4 Recommended interoperable e-health system based in Italy and Denmark frameworks 
 
For successful implementation of a national 
integrated e-health system, there must be issues to be 
put in place as indicated by Figure 4. Firstly, efforts 
must be employed to ensure that the local e-health 
systems at facility level are in good shape. This 
includes an awareness of the standards being 
followed, its architectural make-up, means of data 
storage, and whether the system is capable of 
integration. Secondly, a regulatory authority must be 
enacted and clear policies for data sharing, security 
and privacy of patients’ EHR must be maintained 
since they contain sensitive information. Thirdly, a 
common standard should be adopted by all the 
systems, especially messaging standards for the 
exchanged data to be meaningful and useful to the 
receiving party. 
 
In addition, all the donor funded projects are 
supposed to put clear their systems to sustain the 
process rather than keeping them secret. Furthermore, 
the use of open standards can help achieve better 
interoperability than the use of proprietary ones. 
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Finally, with successful implementation of local e-
health systems ready for integration, the local system 
autonomy must be relinquished so that whenever 
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